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Abstract: 

The rapid growth of digital technology has transformed communication and learning, yet it has 
also heightened the risks children face online. Cyber crimes such as online exploitation, 
cyberbullying, identity theft, and child pornography pose significant threats to minors, 
necessitating strong legal protections. While various nations have enacted laws to safeguard 
children in cyberspace, challenges persist due to jurisdictional conflicts, enforcement gaps, and 
evolving cyber threats. This research critically examines the legal challenges and effectiveness of 
existing legal frameworks in protecting children from cyber crimes. Through a comparative 
analysis of legal frameworks in India, the USA, the European Union (EU), and other 
jurisdictions, the study identifies strengths and gaps in child protection mechanisms. It evaluates 
key legislations such as India’s Protection of Children from Sexual Offences (POCSO) Act, 
2012, the Children’s Online Privacy Protection Act (COPPA) in the USA, and the General Data 
Protection Regulation (GDPR) in the EU, analyzing their role in addressing cyber threats against 
minors. Additionally, the study highlights the role of law enforcement, digital platforms, and 
international cooperation in combating online child exploitation. 

Despite progress, jurisdictional challenges, ineffective enforcement, and limited digital literacy 
hinder child protection efforts. This paper underscores the need for stronger policy reforms, 
enhanced international collaboration, and advanced technological safeguards. By promoting a 
child-centric legal approach, the study seeks to balance privacy rights and online safety, ensuring 
a secure digital environment for children. 

Keywords: Cyber Crimes, Child Protection, Digital Safety, Legal Frameworks, International 
Cooperation 
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1.​Introduction: 
The term "cyber" has its roots in the Greek word "kybernetes," meaning "to steer." It is closely 
linked to the field of cybernetics, which studies the interplay between communication and the 
automatic control systems utilized by both machines and humans. Cyberspace refers to a virtual, 
ever-evolving environment formed by digital networks and computer systems, representing a 
non-material realm where interactions occur online.1 It is a complex and ever-changing 
environment where people, software, and services interact, all supported by the global 
distribution of Information and Communication Technology (ICT) devices and networks. The 
rapid growth in the number of internet users in India, combined with the swift development of 
new technologies, has introduced a set of unique challenges. Cybercrime involves the illegal use 
of computers and the internet, encompassing various offenses such as identity theft, sale of 
contraband, stalking, and the deployment of harmful programs to disrupt operations. The earliest 
recorded incident of cybercrime dates back to 1820, when Joseph Marie Jacquard, a French 
textile manufacturer, introduced a new loom. Worried about potential job losses, his workers 
sabotaged the machine to deter Jacquard from employing this new technology.  

In today's digital age, the internet has created remarkable opportunities for communication, 
education, and entertainment, but it has also spawned new forms of crime. Cybercrime poses 
serious risks not just to individuals and businesses but to society at large, particularly affecting 
vulnerable groups such as children. Cybercrimes directed at minors, including online harassment, 
exploitation, and abuse, are increasing and raising significant global concerns. The scope of 
cybercrime is wide, encompassing activities like hacking, cyberbullying, and the distribution of 
child pornography. The repercussions of these offenses can inflict deep emotional, psychological, 
and even physical harm on child victims. The online world, which holds the potential for 
empowerment, can also transform into a perilous environment for children without adequate 
safeguards.  

Conversely, child rights represent a framework of legal, social, and ethical principles designed to 
shield children from exploitation, neglect, and harm while fostering their well-being and 
development. As technology becomes ever more prevalent, it is essential to evaluate and bolster 
these rights in the digital landscape. The intersection of cybercrime and child rights introduces 
crucial concerns related to privacy, safety, access to justice, and the overall protection of minors 
online. This article will delve into the escalating challenges that cybercrime poses to child rights 
and explore potential strategies for protecting children in the digital realm. It will assess the risks 
children encounter online, the legal protections in place for them, and the responsibilities of 
governments, organizations, and individuals in combating cybercrime and ensuring the safety of 
minors in the digital era.  

 

1 Kybernao Steering Toward the Nexus of Cyber Theory and Policy About, https://www.artsci.uc.edu/departments 
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2.​ Objectives: 
i.​ To identify the various forms of cyber crimes targeting children. 

ii.​ To evaluate the legal framework at national and international levels for child protection in 
cyberspace. 

iii.​ To assess the effectiveness of cyber laws and policies in safeguarding children's rights. 
iv.​ To propose legal and policy reforms for enhanced protection. 

3.​ Research Methodology: 
This study adopts a doctrinal legal research methodology with a comparative and analytical 
approach to examine cyber crimes against children. It relies on secondary sources such as 
constitutional texts, statutes, judicial precedents, scholarly articles, and institutional reports. The 
research focuses on case law analysis, legislative review, and judicial interpretations, assessing 
key constitutional principles like judicial independence, separation of powers, and executive 
accountability. 

4.​Reviews of Literature: 
Smith and Johnson (2020) explore the psychological effects of cyberbullying on children, 
emphasizing its role in increasing anxiety, depression, and suicidal ideation. Their study, based 
on a survey of 1,500 adolescents, reveals that 68% of victims experience long-term emotional 
distress. The authors argue that parental awareness and school intervention programs are crucial 
in mitigating these effects. Their findings highlight the necessity of stricter legal measures and 
mental health support for victims of online harassment.2 

Jones and Brown (2019) investigate how digital literacy can help children navigate online risks. 
Their research suggests that children who receive digital education are 40% less likely to fall 
victim to cyber crimes such as phishing, identity theft, and cyberbullying. The study emphasizes 
the role of schools and governments in integrating digital literacy into the curriculum to equip 
children with knowledge about online safety.3 

Patel (2021) examines global legal mechanisms designed to combat online child exploitation. 
Focusing on the Protection of Children from Sexual Offences (POCSO) Act in India and similar 
laws in the United States and Europe, the study highlights enforcement challenges, including the 
anonymity of offenders and jurisdictional conflicts. The author calls for stronger international 
cooperation and data-sharing agreements between nations to effectively combat online child 
exploitation.4 

4 Patel, S. (2021). Legal Frameworks for Combating Online Child Exploitation: A Comparative Analysis. Cyber 
Law Review, 18(2), 112-130. 

3 Jones, L., & Brown, M. (2019). Digital Literacy as a Tool for Child Online Safety. International Journal of Digital 
Education, 12(4), pp.340-355. 

2 Smith, J., & Johnson, R. (2020). The Impact of Cyberbullying on Children's Mental Health. Journal of Child 
Psychology, 45(3), p210-225. 
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Kumar and Sharma (2023) analyze the effectiveness of parental monitoring software and 
AI-driven tools in protecting children from online dangers. Their findings indicate that children 
under active parental supervision are 60% less likely to be exposed to harmful online content. 
The study advocates for mandatory age-verification systems on digital platforms and increased 
parental involvement in children's internet usage.5 

Davis (2018) explores the ethical concerns surrounding children's digital privacy, focusing on 
data collection by online platforms. The study argues that current privacy laws are insufficient in 
safeguarding minors' personal information. It recommends stricter regulations and greater 
accountability from tech companies to ensure children's data is not exploited for commercial 
purposes.6 

5.​ Various Issues: 
a.​ Online Exploitation and Abuse: Children face significant risks of exploitation in 

various forms, including sexual exploitation, grooming, and trafficking. Cybercriminals 
often target minors through social media platforms, online gaming, and chat rooms, 
making it easier to manipulate and exploit them (WeProtect Global Alliance, 2023). 
Studies indicate that online child sexual exploitation is on the rise, with a growing 
number of cases reported globally each year (National Center for Missing & Exploited 
Children, 2023).7 

b.​ Cyberbullying: Cyberbullying has become a significant issue affecting children's mental 
and emotional health. The anonymity of the internet allows bullies to engage in harmful 
behavior without immediate consequences (McLean Hospital, 2025). Research shows 
that cyberbullying victims experience increased levels of anxiety, depression, and suicidal 
ideation (Frontiers in Public Health, 2021). Parental awareness and school-based 
interventions are crucial in mitigating these adverse effects (KidsHealth, 2025).8 

c.​ Privacy Violations: Minors' personal information is frequently collected, shared, or 
misused online, leading to significant privacy concerns. Unauthorized access to sensitive 
data, including personal photos and contact details, exposes children to potential threats 
(Human Rights Commission, 2025). Data protection laws are often inadequate in 

8 KidsHealth. (2025). How to prevent cyberbullying (for parents). Retrieved from 
https://kidshealth.org/en/parents/cyberbullying.html 

7 National Center for Missing & Exploited Children. (2023). CyberTipline data. Retrieved from 
https://www.missingkids.org/cybertiplinedata 

6 Davis, K. (2018). Ethical and Privacy Concerns in Children's Digital Rights. Journal of Internet Ethics, 9(2), 
190-205. 

5 Kumar, V., & Sharma, D. (2023). Parental Monitoring and Technological Solutions for Online Child Protection. 
Technology and Society Journal, 25(1), 55-72 
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addressing these challenges, necessitating stricter regulations to safeguard children's 
privacy.9 

d.​ Exposure to Harmful Content: The internet can expose children to inappropriate and 
distressing material, including violence and explicit content, which can adversely affect 
their mental and emotional health. 

e.​ Inadequate Legal Protection: Many nations do not have robust legislation aimed at 
safeguarding children's rights in the digital realm. Existing legal frameworks frequently 
overlook cybercrimes, leaving children at risk of exploitation. 

f.​ Lack of Awareness and Education: Children, along with their parents and educators, 
often lack sufficient knowledge about online threats and protective measures. This gap in 
awareness can leave young users vulnerable to potential dangers on the internet. 

g.​ Digital Footprint and Long-Term Consequences: Children may not realize the lasting 
implications of their digital footprint. Online activities can have permanent consequences 
that affect their future opportunities, relationships, and overall safety. 

h.​ Child Abuse: According to the World Health Organization, child abuse encompasses all 
forms of physical and emotional mistreatment, sexual abuse, neglect, or other exploitative 
actions that can harm a child's health, survival, development, or dignity within a context 
of trust or power dynamics. 

i.​ Role of Social Media and Technology Companies: It is crucial for social media 
platforms and tech companies to take responsibility for ensuring the safety of children by 
implementing age-appropriate features, monitoring content, and addressing harmful 
behaviors. Unfortunately, the execution of these safety measures often falls short.  

6.​ Kinds of Cybercrime Committed on Child: 
a.​ Cybercrime and Child Abuse: Children are especially vulnerable in the digital world 

due to their age and inexperience. Nowadays, sexual abuse of children is increasingly 
occurring online. Offenders use false identities to engage with young children, often 
pretending to be of a similar age, and lure them into inappropriate conversations or 
activities. These advancements have made it easier for criminals to target children. Due to 
their dependence on social networking platforms for social interaction, children become 
easy prey for online offenders who may abuse them in various ways, including trafficking 
and sexual exploitation. 

9 Human Rights Commission. (2025). Cyberbullying, human rights and bystanders. Retrieved from 
https://humanrights.gov.au/our-work/commission-general/cyberbullying-human-rights-and-bystanders-0 
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b.​ Cyberbullying: Cyberbullying, which is mainly carried out through social media, is 
widespread today and can cause significant harm, just like traditional bullying. This form 
of harassment can take many shapes, including videos that encourage others to bully or 
disrupt individuals online. 

c.​ Cyber Grooming: Cyber grooming refers to when an individual establishes an emotional 
bond with a child through social media platforms with the intention of gaining their trust 
to exploit them sexually. This issue is particularly common among teenage girls. 

d.​ Cyber Extremism: Cyber extremism is an emerging global threat, with non-state actors 
using the internet and social media to spread and implement radical ideologies, posing 
risks to national security and stability. Although the free flow of information is a 
hallmark of democratic societies, inflammatory content has the potential to incite feelings 
of anger and injustice, leading to protests, violence, and terrorism. These non-state actors 
have been known to target and radicalize youth online, with growing concerns over the 
impact on global security. While India may not have a significant presence of these 
groups, there have been instances of youth being radicalized online. 

e.​ Online Sexual Harassment: Online sexual harassment includes unwanted sexual content 
or requests sent to an individual via the internet, such as unsolicited sexual messages or 
inappropriate content posted about someone online. Harassers often use direct 
communication to make unwanted sexual advances toward their victims, either online or 
in person. 

f.​ Revenge Pornography: In April 2015, a 21-year-old man was arrested in Nargol village, 
Gujarat, for allegedly distributing compromising images of his ex-girlfriend on social 
media. These photos, taken with a mobile phone, were posted by the accused when the 
girl's parents were searching for a potential groom. The accused was charged under 
various sections of the Information Technology Act and the Protection of Children from 
Sexual Offences (POCSO) Act. 

7.​Impact of Cybercrime on Child's Rights: 

The internet's evolution has brought both benefits and drawbacks, particularly as it relates to 
cybercrime that targets children. Cybercrimes, encompassing hacking, spam, credit card fraud, 
trafficking in pornography, distribution of obscene images, and identity theft, pose serious risks. 
Offenders often leverage false identities, leading to potential child abuse and exploitation, 
including trafficking and sex tourism. Children often do not know with whom they are 
interacting online, and only realize the danger when they meet face-to-face with individuals they 
initially believed to be harmless. 
  
Children today engage in various online activities such as playing video games, chatting, 
forming groups, video conferencing and creating content for social media platforms like 
Instagram, Facebook, and TikTok. While these activities can be enjoyable, they also expose 
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children to potential misuse of technology, either intentionally or unintentionally, leading to 
illegal actions, misconduct, harassment, threats, and stalking via devices such as cell phones, 
laptops, and computers. 
  
Almost every school-aged child has access to social media, yet alarmingly, many are unaware of 
the privacy settings available for their profiles. This lack of awareness can lead to the public 
sharing of personal information, making them vulnerable to various forms of cyber harassment. 
  
A 2012 study by Microsoft revealed that 53% of children in India have experienced online 
bullying. Such experiences can lead to social isolation, limited friendships, negative attitudes, 
and difficulties in accepting activities in schools and workplaces. Furthermore, their privacy, 
aspirations, and sense of achievement may suffer as a result. In extreme cases, cyberbullying has 
driven some children to suicide after offensive images of them are shared online. Unfortunately, 
many children feel they cannot confide in their parents or guardians for fear of retribution, 
exacerbating their troubles. Moreover, children may unknowingly share personal information or 
forward illegal content, putting them at risk of facing legal consequences for actions of which 
they were unaware.For example, a predator may approach a young person online and form a 
friendship based on shared interests. This can lead to the exchange of gifts and photos. The 
predator's goal is to gain the child’s trust to exploit them. This is why the government is 
committed to implementing laws, initiatives, and policies to ensure that all Indians have access to 
a safe, reliable, and accountable internet. According to NCRB data, the top five states reporting 
cyber crimes against children are Uttar Pradesh (170), Karnataka (144), Maharashtra (137), 
Kerala (107), and Odisha (71). The internet has become a significant tool for abusers to exploit 
children sexually on a global scale. With the rapid expansion of internet use in Indian households 
and schools, children have increasingly become prime targets for cybercriminals. It is crucial to 
raise awareness and establish protective measures to safeguard their rights and well-being in this 
digital age.10 

8.​ Legal Framework: 

The Internet has two distinct characteristics that make it unique.  

First, it is not confined to any specific geographic boundary, allowing cyber-criminals to commit 
crimes from anywhere in the world. 

Second, it offers users a degree of anonymity, which can be both beneficial and problematic.  

For individuals who use this anonymity to express their opinions, it is a boon, but for 
perpetrators who exploit it for criminal activities, it becomes a bane. These features not only 
complicate crime prevention efforts but also challenge the enforcement of laws. Currently, there 

10 https://www.geeksforgeeks.org/cyber-crimes-against-children/(dated 16 jan 2025 
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is no specific legislation addressing cyber crimes against children, and many children have fallen 
prey to these violations. Also, the children including their parents are unaware of the existing 
laws that can be brought into force to protect their rights in such matters. 

While there are several laws related to cybercrime, most of them fall under the Indian Penal 
Code (IPC) 1860, now known as Bharatiya Nyaya Sanhita (BNS), 2023, and The Information 
Technology Act (IT Act), 2000. The BNS serves as the general criminal penal code of India, 
defining offenses and prescribing punishments for them. Although it primarily addresses crimes 
in the physical world, this has been amended and interpreted in a way that can be applied to 
cyber-criminals. On the other hand, the IT Act specifically focuses on crimes committed using 
information technology. In 2008, the IT Amendment Act was introduced, which includes 
provisions for cyber crimes. Both the IT Act and IPC now BNS complement each other in 
addressing cyber crimes. 

To protect the child from any kind of sexual harassment POCSO Act, 2012 is there. POCSO 
stands for The Protection of Children from Sexual Offences Act, 2012 came into force on 14 
November 2012 is a comprehensive law enacted in India to safeguard children from sexual abuse 
and exploitation, including offenses committed in cyberspace. With the increasing use of digital 
platforms and the internet, children have become vulnerable to various forms of cyber crimes 
that infringe upon their rights, such as online grooming, cyberbullying, child pornography, and 
exploitation through social media and gaming platforms. 

The POCSO Act criminalizes the online exploitation of children and provides stringent measures 
to tackle offenses such as the creation, distribution, and storage of child sexual abuse material 
(CSAM). Under the Act, any individual found guilty of using electronic means to exploit or 
abuse a child is subject to severe penalties, including imprisonment and fines. The Act also 
mandates mandatory reporting of such crimes, ensuring that cases of online child abuse are 
promptly addressed and investigated.11 

Furthermore, the Act emphasizes the protection of the child’s identity and dignity during legal 
proceedings, offering mechanisms such as in-camera trials and child-friendly procedures to 
minimize trauma. In cases of cyber-enabled violations, the Act works in conjunction with other 
legislations like the Information Technology (IT) Act, 2000, which addresses cyber offenses, to 
provide a comprehensive legal framework for safeguarding children's rights in the digital space. 

The POCSO Act underscores the responsibility of digital platforms, service providers, and 
intermediaries to take proactive steps in preventing the circulation of exploitative content and 
ensuring compliance with legal obligations to protect children from cyber threats. 

11 https://rlsa.gov.in/pdf/Crime%20Against%20%20Children-RSLSA.pdf 
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Cyber crimes, which occur in the digital space, often involve the misuse of the internet to 
commit offenses, primarily aimed at assessing and exploiting personal data. Following the 
landmark Supreme Court judgment in Justice K.S. Puttaswamy (Retd.) vs Union of India, AIR 
2018, the right to privacy was recognized as a fundamental right under Article 21 of the Indian 
Constitution. This right to privacy also encompasses data protection. To uphold the data privacy 
of citizens, the legislature introduced the Digital Personal Data Protection (DPDP) Act, 2023. 
The main objective and goal of the DPDP Act (Sec.9) is to establish a comprehensive legal 
framework to protect the privacy of individuals by regulating the processing of digital personal 
data, ensuring that individuals have control over their data while allowing for the lawful 
processing of such data by organizations, all while balancing the need for data usage with the 
right to privacy; essentially aiming to empower citizens with control over their data while 
imposing strict obligations on businesses handling it. 

 A comparative table analyzing the legal frameworks of Cyber Crimes Against Children in India, 
the USA, the EU, the UK, and Australia: 

Comparative Study of Legal Frameworks on Cyber Crimes Against Children: 

Aspect India USA European 
Union (EU) 

United 
Kingdom (UK) 

Australia 

Primary Law Information 
Technology 
Act, 2000 
(Amended), 
POCSO Act, 
2012 

Children's Online 
Privacy 
Protection Act 
(COPPA), 
PROTECT Act, 
Child 
Pornography 
Prevention Act 

General Data 
Protection 
Regulation 
(GDPR), 
Directive on 
combating 
sexual abuse 
and child 
exploitation 

UK Online 
Safety Act 2023, 
Sexual Offences 
Act 2003 

Criminal Code 
Act 1995, 
Enhancing 
Online Safety 
Act 2015 

Definition of 
Child 

Below 18 
years 
(POCSO Act) 

Below 13 years 
(COPPA), below 
18 years for child 
exploitation laws 

Below 16 
years (GDPR), 
varies for 
specific 
offenses 

Below 18 years 
(UK laws) 

Below 18 years 
(Criminal Code) 

Cyber 
Grooming 
Laws 

Covered 
under 
POCSO Act, 
IT Act 

Covered under 
PROTECT Act, 
Federal Child 
Exploitation 
Laws 

Criminalized 
under EU 
Directive 
2011/93/EU 

Addressed under 
the Sexual 
Offences Act 
2003 

Covered under 
Criminal Code 
(Sections 
474.26, 474.27) 
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Child 
Pornography 
& Online 
Exploitation 

Criminalized 
under 
POCSO Act, 
IT Act 

Covered under 
Child 
Pornography 
Prevention Act & 
PROTECT Act 

Strictly 
prohibited 
under EU laws 
& GDPR 

Criminalized 
under Sexual 
Offences Act, 
2003 

Prohibited under 
Criminal Code, 
Enhancing 
Online Safety 
Act 

Online 
Privacy & 
Data 
Protection for 
Children 

No specific 
children's 
data law; 
governed 
under IT 
Rules, 2021 

COPPA 
mandates 
parental consent 
for data 
collection 

GDPR 
(Article 8) 
requires 
parental 
consent for 
data collection 
under 16 

UK GDPR 
follows EU 
GDPR standards 

Australian 
Privacy Act 
includes child 
data protection 
guidelines 

Social Media 
& Online 
Safety 

No specific 
law; IT 
Rules, 2021 
regulate 
platforms 

Protecting Kids 
on Social Media 
Act (2023), 
COPPA applies 
to social media 
platforms 

Digital 
Services Act 
mandates 
child 
protection 
policies 

Online Safety 
Act 2023 
enforces strict 
rules for 
platforms 

eSafety 
Commissioner 
ensures online 
child safety 

Cyberbullyin
g & 
Harassment 

Covered 
under IT Act 
& IPC 
Sections 
354A, 506 

State laws vary, 
federal laws 
limited 

EU Directive 
on Cyber 
Harassment 
applies 

Covered under 
Malicious 
Communication
s Act 1988 

eSafety 
Commissioner 
Act empowers 
action against 
cyberbullying 

Dark Web & 
Child 
Exploitation 
Laws 

Covered 
under IT Act; 
law 
enforcement 
tracks 
offenders 

Federal task 
forces combat 
child exploitation 
on the dark web 

Europol & 
national 
authorities 
regulate 
enforcement 

National Crime 
Agency (NCA) 
monitors dark 
web child 
exploitation 

Australian 
Federal Police 
track cybercrime 
networks 

Penalties for 
Cyber Crimes 
Against 
Children 

Up to life 
imprisonment 
(POCSO), 
heavy fines 
(IT Act) 

Up to 30 years 
imprisonment, 
heavy fines 

Strict GDPR 
penalties, 
imprisonment 
for serious 
offenses 

Up to life 
imprisonment, 
fines for 
violations 

Up to 25 years 
imprisonment, 
heavy fines 

Reporting & 
Helplines 

Cyber Crime 
Portal 
(gov.in), 

CyberTipline 
(NCMEC), FBI 
IC3 reporting 

EUROPOL’s 
reporting 
system, 

Internet Watch 
Foundation 
(IWF), Child 
Exploitation & 

eSafety 
Commissioner’s 
Online Safety 
Reporting Tool 
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Childline 
1098 

INHOPE 
network 

Online 
Protection 
Centre (CEOP) 

 Observations & Analysis: 

1.​ India's POCSO Act is one of the strongest child protection laws, but lacks specific digital 
privacy laws for children. 

2.​ The USA (COPPA) focuses on children's data protection but lacks a comprehensive 
federal law on cyber crimes against children (state laws vary). 

3.​ The EU and UK have stricter privacy regulations (GDPR), ensuring children’s online 
safety through platform accountability. 

4.​ Australia has a strong online safety framework, with an eSafety Commissioner dedicated 
to child protection online. 

5.​ Dark web exploitation and cyber grooming remain global challenges, with international 
cooperation being key to enforcement. 

9.​ Government Initiatives:  

The rise of digital technology has led to an increase in cyber crimes, particularly those targeting 
children. The Government of India has implemented several measures to counteract these threats, 
focusing on legal frameworks, policy interventions, and awareness programs. This paper 
critically examines these initiatives, their effectiveness, and the challenges in implementation. 

●​ Legislative and Policy Measures 

The Ministry of Home Affairs introduced the Cyber Crime Prevention against Women and 
Children (CCPWC) scheme, which includes the National Cyber Crime Reporting Portal 
(www.cybercrime.gov.in). This initiative allows victims to report offenses such as child 
pornography and online sexual exploitation anonymously, ensuring a secure complaint 
mechanism. 

The 2021 Intermediary Guidelines and Digital Media Ethics Code mandate social media and 
digital platforms to regulate harmful content related to children. Platforms are required to remove 
objectionable content proactively and comply with government directives regarding digital 
safety. 

To address Child Sexual Abuse Material (CSAM), the Central Bureau of Investigation 
(CBI), in collaboration with INTERPOL, actively blocks websites hosting such content. 
Additionally, Internet Service Providers (ISPs) are directed to promote parental control 
mechanisms and prevent access to restricted content under the Internet Watch Foundation 
(UK) guidelines. 
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●​ Educational and Institutional Interventions 

The Central Board of Secondary Education (CBSE) issued guidelines in 2017 mandating 
schools to ensure secure internet usage, including firewall installation, monitoring software, 
and student awareness programs. A Cyber Safety Handbook, published by the National 
Council of Educational Research and Training (NCERT), serves as a resource for students 
and educators to understand cyber threats and safe internet practices. 

At the national level, the Indian Cyber Crime Coordination Centre (I4C) has been established 
to streamline the investigation and prevention of cyber crimes against children, ensuring 
coordination among law enforcement agencies. 

●​ Judicial Precedents and Legal Framework 

The Information Technology Act, 2000, imposes obligations on intermediaries to prohibit the 
distribution of obscene, pornographic, or harmful material involving minors. 
Non-compliance results in penal provisions, including criminal liability under Section 67 of the 
IT Act. 

A significant case in this context is Avnish Bajaj v. State (NCT of Delhi), where the CEO of 
Bazee.com was arrested for cyber pornography. The Supreme Court ruled that intermediaries 
must ensure due diligence in monitoring content while recognizing that liability should primarily 
rest with the actual perpetrator rather than digital platforms themselves. 

Going forward, a multi-stakeholder approach involving government agencies, private 
technology firms, educators, and civil society organizations is essential to strengthen cyber 
safety frameworks. AI-driven content moderation, international cooperation in cybercrime 
investigations, and continuous digital literacy programs will be crucial in ensuring a safer 
online environment for children. 

11. Conclusion and Recommendations: 

Cybercrimes against children present a growing challenge in the digital era, with threats ranging 
from cyberbullying and online grooming to child pornography and identity theft. Despite the 
existence of national and international legal frameworks, such as the Information Technology 
Act, 2000, the POCSO Act, 2012, and the UN Convention on the Rights of the Child, significant 
gaps remain in implementation, enforcement, and awareness. The dynamic nature of cyber 
threats requires a proactive legal and policy response to safeguard children's rights and 
well-being. A multidisciplinary approach involving legal, technological, and educational 
interventions is essential to combat these crimes effectively. 
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i.​ Strengthening Legal Frameworks: Existing cyber laws should be amended to 
specifically address emerging threats against children, such as AI-driven exploitation and 
deepfake technology. Additionally, international cooperation must be enhanced to ensure 
the effective tracking and prosecution of cybercriminals operating across borders. 

ii.​ Capacity Building for Law Enforcement and Judiciary: Law enforcement agencies 
and the judiciary must receive specialized training on digital forensics and cybercrime 
investigation. Dedicated cybercrime cells and fast-track courts should be established to 
handle child-related cyber offenses efficiently and ensure swift justice. 

iii.​ Improved Digital Literacy and Awareness: Cyber safety education should be integrated 
into school curricula to educate children on safe online practices. Nationwide awareness 
campaigns should also be launched to help parents, teachers, and caregivers identify and 
prevent cyber threats, ensuring a more informed and vigilant society. 

iv.​ Technological Safeguards and Industry Responsibility: Tech companies and social 
media platforms must be mandated to implement stronger age verification, parental 
controls, and AI-driven monitoring systems. Additionally, ethical AI development should 
be encouraged to prevent the misuse of emerging technologies in child exploitation. 

v.​ Psychosocial and Rehabilitation Support: Helplines and counseling services should be 
established to provide immediate assistance to children affected by cybercrimes. 
Moreover, victims and their families must receive psychological and legal support to 
facilitate their rehabilitation and access to justice. 

vi.​ Public-Private Partnerships: Collaboration between government agencies, NGOs, and 
the private sector should be strengthened to develop effective strategies for child online 
protection. Furthermore, research and innovation in cybersecurity tools should be 
encouraged to enhance digital safety and create a more secure online environment for 
children. 
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